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Cookies & Consent:
Can WordPress do privacy?

🍪
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Your website is a legal contract 
you didn’t know you signed.
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Whatever type of site you run 
there’s now a legal expectation 

you follow privacy rules.
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And you can’t just say 
“that doesn’t apply to me”
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If a user can access it, 
you are liable
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Liable how?
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● GDPR (EU) — block non-essential cookies & tracking until consent
● UK GDPR — block non-essential cookies & tracking until consent
● ePrivacy (EU) — block non-essential cookies until consent
● CCPA/CPRA (California) — let users opt out of sale/share of data
● PDPA (Thailand) — block trackers until explicit consent; easy to withdraw
● Others coming — Brazil (LGPD), Australia, Canada, etc.
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They all pretty much 
say the same thing…
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- Don’t track me until I say yes
- Don’t put non-essential stuff on my device

- Be careful with any data you have on me
- Don’t sell or share that data without approval 

or opt-out
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🖐 Hands up
If you think your website

might be breaking the law?
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🚨 Surprise! 🚨
It’s probably all of you!
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Getting “privacy” correct is 
insanely hard
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but let’s try and do better
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Privacy Audit
1) What 3rd Party scripts does your website load?

2) What cookies are generated?

3) What data do you collect?

4) Where does or could the data go?

5) Who has access to the data in  your company?
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Inspect your website (Network)
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Inspect your website (Network)
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Inspect your website (Network)

Look for any external domains

This is a source of data leakage

(Yes, even Google Fonts.)
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Inspect your website (Storage)
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Inspect your website (Storage)

Look for any cookies present.

Each cookie is a potential lawsuit.

You need to know what each cookies does.
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Inspect your website (Requests)

Install HTTP Requests Manager
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Inspect your website (Requests)
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Common Privacy pitfalls pt.1

- Tracking Scripts (Google, FB, Linkedin)
- Fonts (Google, Adobe)

- Images (Hotlinked)
- Plugins (Jetpack)

- Hosting (WordPress.com)
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Common Privacy pitfalls pt.2

- Embeds (YouTube, Vimeo)
- Forms (HubSpot, Mailchimp)

- Live Chat
- Site Search (Algolia, Plugins)

- Maps
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Is there an easy solution?
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Not really
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But there is Complianz
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If properly setup, Complianz can…

- Block cookies
- Block tracking scripts

- Block Embeds
- Block Fonts

etc
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Best Practices
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Best Practices

- Don’t use plugins to insert tracking
(i.e. Facebook Plugin, Linkedin Plugin)
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Best Practices

- Use Google Tag Manager to insert all your 
tracking in your pages
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Best Practices

- Keep a tracking and data audit file that is 
shared in the company
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Best Practices

- Swap out Google Fonts for Bunny Fonts 
(no tracking)
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Best Practices

- Swap out YouTube URLs for 
youtube-nocookie.com
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Best Practices

- Replace embedded Google Maps with 
images that links to maps
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Best Practices

- Replace Google Analytics with Privacy 
friendly like Plausible
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Best Practices

- Limit who has access to your website data 
via Admin area
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Best Practices

- Encrypt your data before backup especially 
if stored off-site
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Best Practices

- Make sure your consent banners are 
accessible with keyboard
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Best Practices

- Run any decisions through your legal 
department (CYA)
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What about WordPress itself?
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WordPress automatically transmits 
extraneous information via various 
HTTP calls that occur in the admin
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WTF?
WordPress is violating privacy rights of every 

single WordPress.org site owner
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http://wordpress.org
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https://github.com/wp-privacy/wp-api-privacy 

https://github.com/wp-privacy/wp-api-privacy


Q&A
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